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★This index is a users reference of specialized Information Protection publications.  These
publications pertain to the communications security (COMSEC), computer security
(COMPUSEC), emission security (EMSEC), and Information Protection Awareness, Training,
and Education portions of the Information Protection program.  This index also lists web sites and
publications of other organizations, such as the National Security Agency (NSA), the National
Computer Security Center (NCSC), and the National Institute of Standards and Technology
(NIST) that are of interest to persons engaged in Information Protection activities.  Send
comments, changes, and suggested improvements direct to HQ AFCA/GCIS, 203 W Losey Street
Room 2040, Scott AFB IL 62225-5234.

SUMMARY OF REVISIONS

★This revision deletes the section for Communications Security Engineering Systems Documents
(CSESDs), provides information for either ordering publications or accessing them on-line via
web sites, and updates the OPR information.
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1.  Obtaining Publications Listed in AFIND 5.  Source and ordering information for
publications listed in this index is identified in the corresponding paragraph(s) for each section.
New and revised publications will be announced in the Air Force Publishing Bulletin (AFPB).

2.  Revision Dates.  As required.  Changes are not issued.

3.  Symbols Used:

AFLMM Air Force Limited Maintenance Manual
AFSSI Air Force Systems Security Instruction
AFSSM Air Force Systems Security Memorandum
LMM Limited Maintenance Manual
NOFORN Not Releasable To Foreign Nationals
NSTISSI National Security Telecommunications and Information Systems Security 

Instruction
NSTISSAM National Security Telecommunications and Information Systems Security Advisory

Memorandum
TCLMM Time Compliance Limited Maintenance Manual
★ Changed information or new publication issued since last index edition.
FOUO For Official Use Only (See AFI 37-131, Air Force Freedom of Information Act 

Program
(S) or (C) Security classification (see DoD 5200.1-R)

Section A - Emission Security Publications

★4.  Emission Security Publications.  These are national-level publications intended for major
command use only when operating in a joint environment in conjunction with other services.
These publications are not available through AFPDC.  To request these publications, submit
justification to the OPR at HQ AFCA/GCIS; 203 W Losey St Rm 2040; Scott AFB IL 62225-
5234.

Short Title Date Title OPR

NSTISSAM/TEMPEST 2-91 20 Dec 91 (C) Compromising Emanations ★AFCA/GCIS
Analysis Handbook (U)

NSTISSAM/TEMPEST 1-92 15 Dec 92 (C) Compromising Emanations ★AFCA/GCIS
 Laboratory Test Requirements,
 Electromagnetics (U)

NSTISSAM/TEMPEST 2-92 30 Dec 92 Procedures for TEMPEST ★AFCA/GCIS
Zoning

NSTISSAM/TEMPEST 1-93 30 Aug 93 (C) Compromising Emanations ★AFCA/GCIS
Field Test Requirements
Electromagnetics (U)

NSTISSAM/TEMPEST 1-95 30 Jan 95 Shielded Enclosures ★AFCA/GCIS



AFIND 5 1 APRIL 1998 3

NSTISSAM/TEMPEST 2-95 12 Dec 95 Red/Black Installation ★AFCA/GCIS
Guidance

NSTISSI 7000 29 Nov 93 (C) TEMPEST Countermeasures ★AFCA/GCIS
for Facilities (U)

Annex A of NSTISSI 7000 03 Jun 91 (S) ★AFCA/GCIS
Change 1 to Annex A of 17 Sep 91 (S) ★AFCA/GCIS
NSTISSI 7000 (Issued via
NSTISSI Memo, Serial:
NSTISSC-054/91
Annex C of NSTISSI 7000 19 Sep 95 (C) ★AFCA/GCIS

Section B - Information Protection Publications

★5.  Information Protection Publications.  These Air Force Systems Security Instructions
(AFSSIs) and Air Force Systems Security Memorandums (AFSSMs) provide operational and
technical direction and information to persons engaged in Information Protection security
activities.  Some of these publications are available electronically from the Air Force
Communications Agency (AFCA) Information Protection Homepage located at
http://www.afca.scott.af.mil/gc/gci/.  For older publications that are not available electronically,
the Air Force Publishing Distribution Center (AFPDC) distributes these publications through its
distribution system to publishing distribution offices (PDO) and users (see AFI 37-161,
Distribution Management).  PDOs establish requirements and requisition these items from the
AFPDC in the short title format shown in this index.

Short Title Date Title OPR

AFSSI 3000 2 May 92 (FOUO) Operational Communications ★AFCA/GCIS
Security Doctrine for the Fiber Alarmed
Modem Intrusion Detection Optical
Communications System

AFSSI 3001 ★12 Jan 98 Operational Security Doctrine for the ★AFCA/GCIS
Navstar Global Positioning System (GPS)

AFSSI 3002 ★20 May 97 (FOUO) Operational Doctrine for the ★AFCA/GCIS
KGV-9 Removable Key Stream Generator
Module

AFSSI 3003 1 Aug 91 (FOUO) Operational Security Doctrine ★AFCA/GCIS
for the KG-66/KG-66A/SO-66/KGR-66/
KGV-68

AFSSI 3004 18 Aug 89 (FOUO) Operational Doctrine for Thin ★AFCA/GCIS
Line Connectivity Capability (TLCC) of
the Ground Wave Emergency Network
(GWEN) System

AFSSI 3005 01 Aug 91 (S-NOFORN) Operational Security ★AFCA/GCIS
Doctrine for the KY-65A/75A
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AFSSI 3006 01 Nov 91 (FOUO) Operational Doctrine for ★AFCA/GCIS
KY-57/58, KY-67, and KYV-2/2A

AFSSI 3008 15 Nov 91 (FOUO) Operational Security Doctrine ★AFCA/GCIS
for Type I Communications Equipment
Containing the Fascinator Secure Voice
Module (SVM)

AFSSI 3009 22 Nov 91 (FOUO) Operational Security Doctrine ★AFCA/GCIS
for the Advanced Narrowband Digital
Voice Terminal (ANDVT) Tactical
Terminal (TACTERM)

AFSSI 3010 22 Nov 91 (FOUO) Operational Security Doctrine ★AFCA/GCIS
for the Miniature Receive Terminal (MRT)

AFSSI 3011 13 Apr 92 (C) Operational Security Doctrine for ★AFCA/GCIS
the TRI-TAC System (U)

AFSSI 3013 ★7 Nov 97 ★Operational Instruction for Trunk ★AFCA/GCIS
Encryption Devices (TEDs), KG-81,
KG-94 Family, KG-95 Family, and
KG-194 Family in Stand Alone Applications

AFSSI 3014 ★30 Jan 98 ★Operational Instruction for the ★AFCA/GCIS
Motorola Network Encryption System (NES)

AFSSI 3015 23 Aug 90 (FOUO) Interim Operational Security ★AFCA/GCIS
Doctrine for the Xerox Encryption Unit
(XEU) System

AFSSI 3016 ★20 May 97 ★Operational Security Doctrine for the ★AFCA/GCIS
KI-35/KI-36 (PALA)

AFSSI 3017 23 Sep 92 (FOUO) Operational Security Doctrine ★AFCA/GCIS
for Stand-Alone KG-84, KG-84A, and
KG-84C

AFSSI 3020 7 Aug 92 (FOUO) Interim Operational Security ★AFCA/GCIS
Doctrine for the Scope Shield Phase II
Handheld Radios (AN/PRC-134(V)(C) and
AN/PRC-135(V)(C)

AFSSI 3021 ★12 May 97 ★Operational Security Instruction for the ★AFCA/GCIS
AN/CYZ-10/10A Data Transfer Device

AFSSI 3022 20 Aug 92 (FOUO) Interim Operational Security ★AFCA/GCIS
Doctrine for the Wang Trusted Interface
Unit (TIU-1)

AFSSI 3023 7 Aug 92 (FOUO) Interim Operational Security ★AFCA/GCIS
Doctrine for the AN/PRC-112A(C)
Handheld Radio/Transponder

AFSSI 3024 15 Oct 92 (FOUO) Interim Operational Security ★AFCA/GCIS
Doctrine for the Ultron SSP-3110 Data
Storage Encryptor

AFSSI 3026 06 Jan 93 (FOUO) Interim Operational Security ★AFCA/GCIS
Doctrine for the RT-1523 and Test
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Doctrine for the RT-1523A Integrated
COMSEC (ICOM) Single Channel
Ground/Airborne Radio Systems
(SINCGARS)

AFSSI 3027 03 Jun 93 (C) Interim AF Operational Security ★AFCA/GCIS
Doctrine for the KOK-13/TSEC Remote
Rekey Equipment (U)

AFSSI 3028 24 Mar 93 (FOUO) Interim Operational Security ★AFCA/GCIS
Doctrine for the AN/PRC-117B(C) Full
Band Frequency Hopping VHF-FM
Manpack Transceiver With Integrated
COMSEC (ICOM)

★AFSSI 3030 1 May 97 Protected Distribution Systems AFCA/GCIC
★AFSSI 3031 15 May 97 Operational Systems Security Instruction AFCA/GCIS

for the Local Management Device/Key
Processor (LMD/KP) (KOK-22)

★AFSSI 4001 1 Aug 97 Controlled Cryptographic Items AFCA/GCIS
AFSSM 4002 1 Jul 89 (C) Advisory Memorandum on ★AFCA/GCIS

TRI-TAC Keying Concepts (U)
AFSSM 4003 15 Jul 91 (C) Emergency Destruction of ★AFCA/GCIS

Communications Security Equipment
Elements (U)

AFSSI 4100 15 Dec 92 (C) Communications Security Program ★AFCA/GCI
(U)

AFSSM 5003 29 Jan 93 Designated Approving Authority Guide ★AFCA/GCIC
★AFSSI 5009 30 Jan 98 Information Protection Interim Toolset AFCA/GCIS
AFSSI 5013 01 Jul 96 Identification and Authentication ★AFCA/GCIS
AFSSM 5019 1 Apr 91 Computer Security User’s Guide ★AFCA/GCIC
AFSSI 5020 20 Aug 96 Remanence Security ★AFCA/GCIS
AFSSI 5021 15 Aug 96 Vulnerability and Incident Reporting ★AFCA/GCIC
AFSSM 5023 1 Aug 96 Viruses and Other Forms of Malicious★AFCA/GCIC

Logic
★AFSSI 5024 Vol I 1 Sep 97 The Certification and Accreditation AFCA/GCIS

(C&A) Process
★AFSSI 5024 Vol II 1 Sep 97 The Certifying Official’s Handbook AFCA/GCIS
★AFSSI 5027 27 Feb 98 Network Security Policy AFCA/GCI
★AFSSI 5033 19 Mar 97 Telephone Systems Security AFCA/GCIS
AFSSI 5102 ★23 Sep 96 ★The Computer Security (COMPUSEC)★AFCA/GCIC

Program
AFSSI 7010 01 Jul 96 (S) The Emission Security Assessment★AFCA/GCIS
AFSSM 7011 01 Jul 96 The Emission Security Countermeasures★AFCA/GCIS

Review
★AFSSI 7011 01 Jun 97 ★AFCA/GCIS
Change 1
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Section C - Limited Maintenance Publications

★6.  Limited Maintenance Publications.  Limited Maintenance Manuals (LMMs) are published
by NSA and distributed by HQ CPSG/LGLIT.  They are Unclassified, For Official Use Only, and
provide limited maintenance instructions, operating instructions, principles of operation, and parts
information.  In some instances, LMMs will replace limited maintenance KAMs.  AFLMMs are
Limited Maintenance Manuals that contain Air Force unique information.  TCLMMs contain the
modification instructions to implement an NSA-directed modification within the Air Force.
LMMs, AFLMMs, and TCLMMs are published and distributed by HQ CPSG/LGLIT.  To obtain
a listing of these publications and information on how to order them, access the CPSG Home
Page at http://www.kelly.af.mil/cpsg.  For more information, contact HQ CPSG/LGLIT, by
phone at DSN 969-4989 or Commercial (210) 977-4989, or by e-mail at
pknutson@ltgate1.kelly.af.mil or fwillis@ltgate1.kelly.af.mil.

Section D - Other Publications

★7.  The National Institute of Standards and Technology (NIST) Computer Security
Resource Clearinghouse (CSRC).  The CSRC is designed to collect and disseminate computer
security information and resources to help users, systems administrators, managers, and security
professionals better protect their data and systems.  A primary goal of the CSRC is to raise
awareness of all computer systems users – from novice to expert – about computer security.  The
CSRC web site maintains a list of recent publications from a variety of sources that deal with
information security issues.  These publications include NIST publications such as Federal
Information Processing Standards (FIPS), Special Publications such as the NIST Pub List 91, and
Information Technology Laboratory (ITL) Bulletins; Other Security Publications; and the
Rainbow Series.  To obtain these publications on-line or information on how to order them,
access the CSRC Home Page at http://csrc.nist.gov.

★8.  NSA’s Information Systems Security Products and Services Catalogue.  This catalogue
includes lists of information systems security products and services that have either been evaluated
against established standards, or been endorsed by NSA as having met the requirements and
standards set for these products by the government.  The catalogue includes the Endorsed
Cryptographic Products List; Multilevel Information Systems Security Initiative (MISSI)
Products List; NSA Endorsed Data Encryption Standard (DES) Products List; Protected
Network Services List; Various Support Product Lists which include the Endorsed Data
Encryption Standard (DES) Products List, the Protected Network Services List, the NSA
Degausser Products List, and the Off-Line Systems; Evaluated Products List; Endorsed
TEMPEST Products Lists for Level I and Level II; Endorsed TEMPEST Test Services List; and
the Approved Destruction Products List.  This catalogue will soon be available on a WWW site.
For information on how to obtain this document, contact the National Security Agency
Information Systems Security Organization (ISSO) Service Center (NISC) at 1-800-688-6115.
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Section E - Obsolete Publications

Short Title Date Disposition

★AFSSI 3001 18 Aug 89 Superseded by AFSSI 3001 12 Jan 98
★AFSSI 3002 18 Aug 89 Superseded by AFSSI 3002 20 May 97
★AFSSI 3007 01 Apr 92 Superseded by AFI 33-209 01 Sep 96
★AFSSI 3012 20 Dec 91 Rescinded
★AFSSI 3013 2 Jan 92 Superseded by AFSSI 3013 7 Nov 97
★AFSSI 3014 2 Jan 92 Superseded by AFSSI 3014 30 Jan 98
★AFSSI 3016 31 Jul 92 Superseded by AFSSI 3016 20 May 97
★AFSSI 3018 10 Aug 92 Rescinded
★AFSSI 3019 15 Sep 92 Rescinded
★AFSSI 3021 3 May 93 Superseded by AFSSI 3021 12 May 97
★AFSSI 3025 10 Jan 93 Rescinded
★AFSSI 5001 22 Jul 96 Superseded by AFSSI 5024 Vol I & II 1 Apr 97
★AFSSI 5002 26 Aug 96 Superseded by AFMAN 33-229 Nov 97
★AFSSM 5004 1 Mar 91 Rescinded
★AFSSM 5005 5 Nov 90 Rescinded
★AFSSM 5006 2 Aug 93 Rescinded
★AFSSM 5008 16 Jan 90 Rescinded
★AFSSM 5010 15 Oct 92 Rescinded
★AFSSM 5012 01 Oct 90 Superseded by AFSSI 5024 Vol I & II 1 Apr 97
★AFSSM 5014 22 Jan 93 Rescinded
★AFSSM 5015 16 Nov 92 Rescinded
★AFSSI 5016 29 May 92 Rescinded
★AFSSI 5017 1 Feb 93 Rescinded
★AFSSM 5018 01 Feb 93 Superseded by AFSSI 5024 Vol I & II 1 Apr 97
★AFSSM 5022 01 Mar 93 Superseded by AFSSI 5024 Vol I & II 1 Apr 97
★AFSSI 5024 Vol I 1 Apr 97 Superseded by AFSSI 5024 Vol I 1 Sep 97
★AFSSI 5024 Vol II 1 Apr 97 Superseded by AFSSI 5024 Vol II 1 Sep 97
★AFSSM 5024 01 Mar 93 Superseded by AFSSI 5024 Vol I & II 1 Apr 97
★AFSSM 5025 01 Mar 93 Superseded b y AFSSI 5024 Vol I & II 1 Apr 97
★AFSSM 5026 01 Mar 93 Superseded by AFSSI 5024 Vol I & II 1 Apr 97
★AFSSI 5100 2 Jun 92 Superseded by AFSSI 5102 23 Sep 96
★AFSSI 5101 15 Oct 92 Rescinded
★AFSSI 5102 01 Oct 92 Superseded by AFSSI 5102 23 Sep 96
★AFSSI 5102 Chap 4 23 Sep 96 Superseded by AFSSI 5024 Vol I & II 1 Apr 97
★AFSSI 7000 02 Jun 92 Superseded by AFI 33-203 1 Jan 97
★AFSSI 8500 23 Nov 92 Superseded by AFSSI 3030 1 May 97
★AFSSM 9001 11 Sep 92 Rescinded
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RONALD G. GOESSMAN
Chief, Information Protection Division
Directorate of Global Connectivity


